LAKE REGION THERAPY SERVICES

Policies

&

Procedures

Regarding

Patient confidentiality, Protection of patient information and Security of records.

This document is intended to insure that all employees and associates of Lake Region Therapy Services respect the privacy of the information provided us by our patients and others and to safeguard our records that include patient information.  In addition it is intended to insure compliance with HIPAA (Health Insurance Portability and Accountability) regulations.

Latest revision date: 10-3-03

OVERVIEW

Everyone involved    All employees and associates of Lake Region Therapy Services are involved in the task of maintaining patient confidentiality and safeguarding records.  Each will read this document and any updates to it.  A list will be provided so that each employee/associate certifies their compliance.  Training will be conducted as needed to keep the clinic staff in compliance and to update on any changes.

Privacy Official     Jen Manning is the designated privacy official.  Her duties are as follows:

· Provide privacy training to LRTS employees and associates who have access to protected health information.  (page 4)

· Implement physical and administrative safeguards to protect information from intentional or accidental misuse.

· Establish policies and procedures to allow individuals to log complainants about LRTS information practices and maintain a record of any complainants. (page 4)

· Develop a system of sanctions for members of the workforce and business partners who violate LRTS policies. (page 4)

Need to know     Access to patient information and records is available to LRTS staff and others only on a "need to know" basis.  That means that not only do we not provide information to others that they do not need to do their jobs but that, as individuals, we do not access patient information that we do not need to do our jobs.   HIPAA calls this the "minimum necessary" rule.

Staff conversation     Whenever staff conversation involves patient information, those conversing must take precautions (private area, low voice) to insure that the patient's confidence is not breached.  In addition these conversations are limited by the above policy so that only that information needed for a person to do their job be provided them.

Teaching and examples     Teaching is an important part of this practice and "real life" examples are often the best way to make a point or illustrate something.  In doing this, real patient's names or any other information that might serve to identify them must never be used.  An exception to this is a patient who agrees in advance and in writing that his case be used for this purpose or the patient himself is voluntarily and actively taking part in the teaching. 

Safeguard equipment and files     It is necessary to protect our files and equipment such as computers fax machine and copy machine from active snooping by curious people or those with criminal intent.  In addition, we must take steps to prevent the inadvertent disclosure of patient information.   Even when a staff member is present, files must not be left in an area where they can be observed.  Incoming fax sheets should be removed promptly and patient records never left in the copy machine.  The computer screen should be tipped so that it can’t be easily seen by those on the other side of the desk. 

Limit physical access     Only LRTS staff is permitted behind the desk during office hours.  Access to the staff room is limited to LRTS staff.  Others are admitted only when a staff member is with them.  If another room is being used in any way that patient records are exposed access must be limited to staff.

Keys    Clinic Keys are issued only to staff members who have need for them.  They must be returned when an employee terminates employment or no longer needs to access the particular area for which a key is needed.

Closed clinic     Any time that a staff member is not present to supervise, patient records must be secured.  When the clinic is closed, the file cabinet in the clerical area is to be locked.  Patient records not in that cabinet are locked in the staff room.  Clerical staff may use the locker under the desk.

Security concerns in working with specific equipment
Daily schedule     We do not use a sign in sheet.  Our scheduling book is available only to staff.  Care should be taken to see that it is kept closed when not in use.  

Phones      Telephones are used to transmit patient information both into and out of LRTS.  Staff members releasing information over the phone need to be assured of the identity of the person to whom they are releasing information and that the person is authorized to receive the information.  Note pads used when receiving patient information need to be treated like any other patient information.  When no longer needed telephone notes should be shredded.  All staff members should be alert to unauthorized persons using our phones; they may be listening in on a conversation.

Fax   Because of its location, we must take particular care with our fax machine.  Incoming and outgoing faxes should be removed from the machine at once.  Outgoing faxes containing patient information must include a cover sheet stating the confidential nature of the material included and a request that we be notified if the fax is misdirected.

Computer (main)     Our computer is a "stand alone" computer and is not configured for remote access.  A list of all programs that contain or deal with confidential patient records is attached to this document.  Access to programs that store patient information is protected by a “log in” procedure that requires knowledge of the operator's confidential password.  Anti-virus software is installed to prevent the corruption of our records.  All disks containing confidential patient information are to be locked up when the clinic is closed.  A screen saver is used to prevent inadvertent viewing by unauthorized people.   Electronic billing is conducted only through NDCHealth with whom we have an agreement assuring HIPAA compliance.  Back up disks are locked up when the clinic is closed.  A weekly back-up disk is stored off premises.

Computer (portable)     A list of all programs containing or dealing with confidential patient records is attached to this document.  All disks containing confidential patient information are to be locked up when the clinic is closed. A screen saver is used to prevent inadvertent viewing by unauthorized people. 

e-mail     e-mail should not be used to transmit confidential patient information because we do not yet know what is considered as acceptable "encryption".

Copy machine     Patient files and confidential information are not to be left unattended around the copy machine.  Operators must be alert to the possibility of inadvertently copying confidential records when making copies of records for others.  Fold or cover areas of the original so that only the information you want to copy is exposed.  You can also cut confidential information from the copy and shred that part.  

Camera     The clinic camera is used as a part of patient evaluations.  We have changed to a digital camera in order that we can maintain complete control of the entire photographic process and the results.  Photos taken of patients must be promptly processed and a single copy made and placed in the patients file.  The photos are purged from the camera at this time.  Ordinarily no computer file is kept of patient photos.  If, for some reason (such as training) it is necessary to keep computerized records of patient photos.  The image must be downloaded to disk, the original computer file deleted and the disk secured. 

Privacy Training     All employees and associates will receive training the extent of training based on the individual’s job and access to patient information.  At a minimum, training will consist of reading this publication and keeping up with any updates.

Violations of Privacy        Violations of this policy will be cause for further training and or disciplinary action.  Disciplinary action for employees will generally increase from a “verbal reprimand” to a “letter of reprimand”  to time off without pay and finally dismissal.  Although it is not possible to follow exactly this format in dealing with associates, comparable steps will be followed culminating in possible dissolution of the association.  Serious violations are cause to begin action at a higher level or to skip steps.

Complainants     In the event a patient or family member has a complaint regarding our handling of their patient information the employee or associate receiving the complainant must make a written record of the complainant and forward it to Bill.  Unless it is possible to quickly resolve the problem, the complainant should be advised that Carolyn will contact him/her.

APPENDIX

SOFTWARE

MAIN COMPUTER

MediSoft Patient Accounting


This is our primary software dealing with patient records.  It deals with general patient information as well as financial information.  Patient billing is done from this program both printed bills and electronic billing.  Electronic billing using MediSoft is done through NDCHealth a clearinghouse.  Access to this program is controlled by a password log in procedure.  Daily backups are done on 3.5” floppy disks, which are stored in a locked cabinet.

Office Hours


Office Hours is a companion program to MediSoft Patient Accounting.  It deals only with appointments.  In handling appointments, it shares information with MediSoft.  Backup to this program is an integrated part of the MediSoft backup.  This program can be booted by itself (when MediSoft is not running) but to do so requires the use of the same password procedure as MediSoft.

Quick Books


Quick books is our general accounting program.  The only patient information this program deals with is names on checks paid and received.  Quick Books is password protected.

MicroSoft Word


Word is a word processing program that is occasionally used to communicate patient information in written form.  Generally, a paper copy of the communication is placed in the patient’s chart and no computer file is kept.  In the event a computer file is needed, it is saved to a floppy disk and the disk secured.  Documents in which a patient is not identified by name or other personal information may be saved to the hard drive.

Kodak Photo Software


This program is used to process evaluation photos of patients.  The software is set to delete the files from the camera when they are downloaded.  A paper copy of the photos is made and placed in the patient’s chart.  In most cases no computer record of the photos is retained.  If it is necessary to retain a computerized photo for any reason, these files are downloaded to a floppy disk or a compact disk and the disk secured.  In the event photos are released, they are treated as a confidential part of the patient’s clinical records. 

PORTABLE COMPUTER

MicroSoft Word


The same as in the main computer with the exception that confidential patient information may be temporarily saved to the hard drive if the computer is locked up when the clinic is closed.

Patient Rights and Privacy

Lake Region Therapy Services is committed to protecting the rights and privacy of our patients.  This includes your physical privacy as well as your records (both medical and financial).  We have a written policy, which is to the best of our knowledge compliant with the current federal and state laws.  Our employees are trained and supervised using this policy.

Federal law (The Health Insurance Portability and Accountability Law) provides that patient information may be disclosed for the reasons of:

Health care treatment, Payment  & Clinic operations

The following other reasons for disclosure are permitted.

· Oversight of the health care system, including quality assurance activities

· Public health, and in emergencies affecting life & safety

· Research

· Judicial and administrative proceedings

· Law enforcement

· To provide information to next-of-kin

· For government health data systems

· For identification of the body of a deceased person, or cause of death

· For facilities’ (hospitals, etc.) directories

· To financial institutions, for processing payment for health care

· In other situations where the use of disclosure is mandated by other laws

State law however limits the above in a number of ways.  At Lake Region Therapy Services we endeavor to limit disclosure of confidential patient information outside of our clinic to the following:

· Emergencies

· Under court order

· With the expressed permission of the patient (waiver)

Within our clinic confidential information is treated in a “need to know” manner with therapists and staff accessing only that information necessary to do their jobs.

Patients may review and request copies of their own records at any time and at no cost.

They may request explanations, express objections or request amendment/correction of information that is inaccurate or incomplete.  Patients may make changes to waivers at any time.  

Complainants regarding patient rights and privacy issues may be made to any Lake Region Therapy Services employee.  A formal process involving documentation and review will be followed in dealing with all such complainants.   Our “Designated Privacy Officer” is Jen Manning.
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